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1Admin URL Filter, 1.2
PA3OEN 1 - BBEOEHUE

Paznen 1.1. — KpaTkoe onucanue

1Admin URL Filter — 3To nporpamMMHoe o0ecriedeHne, mo3BoIsonee 0JIOKUPOBaTh JOCTYI
B MHTEepHET 10 KaTeropusM BeO-caiiToB 1o 6a3e iAdmin URL.

1Admin URL Filter pa6oraet kak cepsep no nporokony ICAP nist croponnero HTTP
IPOKCH-CEpPBEpa WK arapaTHOTO YCTPOUCTBA, Yepe3 KOTOPBIH OCYIIECTBISACTCS TOCTYII B
HHTtepHeT i Ipyrux noJjb30BaTeIICH.

1Admin URL Filter cocTout u3 Tpex KOMIIOHEHTOB:
- c-icap ( https://c-icap.sourceforge.net/ ) peanuzyer HenocpeacTBeHHO poTokoa ICAP u
SIBJISICTCS] OTKPBITBIM MPOTPaMMHBIM oOecTieueHreM 1o jutien3un GPL.
- iadmin_filter, peannzoBaHHbIN B BUe OMOUIMOTEKH IS C-icap, OCYIIECTBIAET (PUIbTPALIUIO
IO TIpaBHUJIaM JOCTYTIA.
- 1Admin URL SDK peanuzyer MexaHu3M OIpeaesIeHHs KaTeropuii BeO-caiiToB, COEPKUT B
cebe mpornpueTapHyto 0a3y BeO-caliTOB 1 MEXaHU3M €€ OOHOBJICHHUSI.

Pasnen 1.2. — U3meHeHus Bepcuii

1. Bepcus 1.2

- nobaBieHa BO3MOKHOCTH (pmibTpanuu B npasuiax no IP, UserName u qoMeHHBIM
UMEHAM.

- CTpaHuIla OJIOKUPOBKU OTOOpaXKaeT KaTerOpuu caiTa, 3a0JI0KHPOBAHHOE MPABUIIO U
npu4rHy 0s10Ka, HO Tosbko o HTTP mpotokoy. /st ycraHOBIEHUS MPUYUHBI 0J10Ka 110
HTTPS moxHo yOpats S U3 agpeca U caeaaTh HOBBIH 3ampoc(eciad HeT peApPEeKTa Ha
camite). JInbo uepes icap kinueHTa, cM Pazmen 2.2 myHKT 6.

- BbIBOJ Bepcun 1Admin Filter mosxHO momyunTs, BbI3BaB /ust/local/bin/c-icap-client -s
"iadmin_filter". Texymast paGoTtaroras Bepcust OyJaeT ykazaHa B 3arojIoBKe Service:

2. Bepcus 1.1
- noOaBJIeH OTJEIBHBIN 1eMoH iadmin_service, KOTOpbIH oOcmykuBaeT 0a3y iAdmin
URL B mamMsTH 1 IpeocTaBIseT HHTepQeic A onpeeNeHus KaTeropuii uepes
MexaHu3M BHyTpeHHUX cokeToB AF UNIX.
- cepBep c-icap Teneph He TPY3UT 6a3y B ceds, a oOpamaeTcs 3a KaTerOpUsIMH B IEMOH
iadmin_service. [loaToMy cHUMaeTcs OrpaHUYEHHE HA CO3JJaHUE OTICIBHBIX MPOIIECCOB
c-icap.
- MEXaHM3M JIMIIEH3UPOBaHUs KOHTpospyeT He Oosee 1000 3ampocoB ¢ 0HOTO X0cTa
WM UMEHU TI0JIb30BaTeNs B MUHYTY. Eciiu OyzieT mpeBbIllieHHe — KaTerOpHH
omnpenensaTcs He OyayT. J{ns aToro obs3arenbHo Brovaiite nepenady Client IP \ Client
Username Ha cBOeM IIPOKCH CepBepe.

3. Bemymiena Bepcus 1.0
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PA3QEN 2 - YCTAHOBKA U HACTPOUKA

Pasnen 2.1. — Cucremuble TpedOBaHus

OnepanuoOHHbIE CUCTEMBI:

- Linux (Ubuntu 22.04), BO3MOXXHO CO3/1aHHEe KOMIUJISAIUN IO IPYTHE JIMHYKCHI.
3aBUCHUMOCTH:

- Openssl (libssl)

- libidn

- libcurl

OrnepaTuBHAs MaMATh cepBepa: ObICTPhIH SSD 11 pekrMa KeMpoBaHus ¢ TUCKa (110
YMOJTYaHHUIO ), THO0 cBoOOAHBIE 13 I'0 1715 pesknuma MoTHOM 3arpy3Ku 6a3bl B ONIEpaTUBHYIO
namsTh JJI1 MaKCUMaIbHOTO OBICTPOACHCTBHSL.

Kectxwmii quck: 20 I'6 cBoboHOTO MecTa.

Hpyroe: Hanmuue nmoakoueHus K cetr MHTEpHET 1y1st 0OOHOBICHUS Oa3bl KaTeropuit
HaIPSIMYIO WIH YEPE3 IPOKCHU CEPBED.

Pa3znen 2.2. — YcraHoBka

1. VYcranoBka iAdmin URL SDK (CMoTpuTe €ro oTeasHy0 JOKYMEHTAITUIO B
YaCTHU YCTAHOBKH U HACTPOUNKH).

Pacmakyiite apxuB ¢ iAdmin URL SDK, myTtu B apxuBe mponucanbl OTHOCUTEIHHO KOPHS
daitnoBoii cuctemsl. Paitnibl OyayT pacnoiaokKeHbl B katanore /opt/iadmin.

Heobxoaumo nmponucats myTh K 6ubanoTeke B /opt/iadmin/lib B /etc/ld.so.conf, mmst aToro
BBITIOJTHUTE, HATIPUMED:
echo "/opt/iadmin/lib" > /etc/l1d.so.conf.d/iadmin.conf
ldconfig

[IponumuTe Mosy4yeHHbIH JTUIEH3UOHHBIHN KItod B /opt/iadmin/etc/key u monpoOyiiTe
BBITIOJIHUTH OOHOBJICHHE 0a3bl KaTeropuii /opt/iadmin/bin/iadminupdate. [jis meproanveckoro
MOJTydeHUs: OOHOBJICHUN MIPOMUIIINTE 3aITyCK 3TON YTUIUTHI B TUTaHUPOBIIUK Cron, Hampumep
pa3 B cyTkd. J[Jig 5TOM yTUIIUTHI HY’KHbI IPaBa Ha 3anuch B /opt/iadmin

[Iposeaure Tect SDK, 3amyctuB /opt/iadmin/bin/iadmintest. ITo TecToBas yrunura, rae
MO>KHO BBECTH UM caiiTa (60e3 WwWw!) 1 IpOBEpUTH €ro KaTerOpHIo.

2. YcranoBka c-icap (https://c-icap.sourceforge.net/)

VYcraHoBUTE c-icap M HACTPOWTE €ro Kak cepBUC. EClM yCTaHOBKA JOCTYITHA U3 PETIO3ZUTOPUS
BAILIEr0 JIUHYKCA, UCIIOJIb3YUTE €€.

Ecnu HeT, To ucnonb3yiiTe Halll apXuB ¢ (aillamu, pacrakyiTe ero OTHOCHTEIIBHO KOPHS
¢aiinoBoii cucTeMbl. 3aTeM 3apeTUCTPUPYNTE C-icap B Ka4eCTBE CepBUCA, CKOIMPYNUTE (aiii u3
HAaIIIETO apXuBa ¢ c-icap 1o ero nytu /lib/systemd/system/c-icap.service u BBITIOJHUTE
systemctl daemon-reload

3. VYcranoBute iAdmin filter, pacnakoBap ¢aiiisl U3 ero apxupa. Dain
/usr/local/share/c_icap/templates/iadminurl/EN/DENY momkeH nomacts B yTh YCTAHOBKH
Bamero c-icap.
3apeructpupyiite Ham cepBuc: aiin /lib/systemd/system/iadmin-service.service
U3 apX¥Ba JOJDKEH PacrioaraTbCs MO €ro MyTH, IPU HEOOXOTUMOCTH T00aBbTE Tyaa
II0JIb30BATECJ/IA U BBIITOJIHUTE
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systemctl daemon-reload

IToab30BaTei 10, M0 KOTOPLIM OyaeT cTapToBaTh iadmin-service (1o yMoJI4aHuIo root),
ecJI MeHSJIM, HYKHbI IIpaBa Ha 3anuch B /opt/iadmin.
Cepsuc BezieT cBoi Jior (haitn o mytu /opt/iadmin/etc/iadmin-service.log, a Takxe nurier B
syslog 6a3oBoyto nHpopManuio (CTapTaHyII, OCTAHOBHUIICS, HE CMOT CO3/1aTh CBOM JIOT).

4. 3ammycTUTe Hall CEPBUC
systemctl start iadmin-service
U IPOTECTUPYHTE €ro paboTy C MOMOUIBIO
/opt/iadmin/bin/iadmin-client
. DTO KOHCOJIbHAsI yTHIINTA, B KOTOPYIO MOXHO BBOJUTH UMEHA CaliTOB, M OHA OyJeT
MOJIKJII0YATHCA K 1admin-service ¥ BO3BpaImiaTh KaTEropuH.
[onkmounrte iAdmin filter k c-icap: B koHpure c-icap (/ust/local/etc/c-icap.conf) npornumure

Include /opt/iadmin/etc/iadmin_filter.conf

5. Tenepb MOKHO 3amyckath c-icap. JInbo kak cepuc uepes systemctl, 1160 kax
OOBIYHBIIN TTpo1iecc. J{JIs1 0TIaJ0YHOTO BBIBOJIA MCTIOJIB3YUTE 3aITYCK C KITFOUaMHU:
Je-icap -N -D -d 1

[Tocnenuss mudpa o3HAYaeT ypOBEHb BbIBOIA OTNIafouHONM nHpopManuu. ladmin_filter
BBIBOAMT CBOU COOOIICHHUS C YpOBHEM | U 3alUCBHIBACT UX B JIOT C-icap, HalpUMep MPH 3aIlycKe
0a3bl, WK [IPU HEYaYyHOU 3arpy3ke npasuia. [[insi MakcuMalbHOTO BBIBOJA BCETO c-icap
ucnoias3zyiire 10.

st ocranoBku ucnonb3yite Ctrl-C, ecnu 3amycTum rporiecc 6e3 mapameTpoB, €ro
MOYKHO OCTaHOBHUTH BBINOJIHUB echo -n "stop" > /var/run/c-icap/c-icap.ctl (mapameTtp -n
o0s13aTeJieH).

6. [TpoBepka paboTh IPOTOKOIA C-icap.
Jlst mpoBepKH CBSI3M M paObOTHI IpaBMII Hcodb3yiTe /ust/local/bin/c-icap-client -s
"tadmin_filter" -req "https://www.iadmin.ru/" ¢ pa3HbIM 3HaUEHUEM CaHTOB.

Paznea 2.3. — HacTpoiika BHEIIIHEro KJIHEHTA c-icap

Jnst moaKIIF0YeHrs BHEITHUX MTPOKCH CEPBEPOB MU YCTPOUCTB, ogaepxkuBaronmux [CAP,
oOparutech kK ux qokymenranun. iAdmin URL filter paboTaer Tonbko B pexume reqmod, TO
ecTh aHanu3upyet Tonbko ucxonsmue HTTP 3anpocer mist dunsTparmu URL, dunsTparuto mist
respmod HacTpauBaTh HE HAJIO.

O0s13aTeIbHO HACTPOUTH KITMEHTA, 4TOOBI OH mepenaBai IP aapeca, mubo MiMena nonp3oBarenei.
310 HEOOXOAUMO I MEXaHU3Ma JIUIICH3UPOBAHUS, KOTOPBIA KOHTPOJIUPYET 00IIIee YHCIIO
nosib3oBareneit (mo IP mwmm UserName), a Takke He 6osiee 1000 3amrpocoB ¢ 0AHOTO XOCTa WIIH
UMEHU TI0JIh30BaTEIs B MUHYTY.

Hacrpoiika knuenTa va npumepe Squid 3.0 proxy server:

B kondurypammonnom ¢aiine Squid (/etc/squid/squid.conf) mponucats:
icap_enable on
icap_service iadmin_filter reqmod_precache 0 icap://localhost:1344/iadmin_filter
adaptation access iadmin_filter allow all
adaptation_send client ip on
adaptation_send username on
icap_client username header X-Client-Username
[Tepezamycture Squid
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IIpumeuanue. [Ipokcu-cepBep MoxeT kemupoBath 3anpockl kK ICAP cepepy n\wiu caifry.
Ecnu Ha caiiT ObUT OCYIIIECTBIICH pa3peIIeHHBIA TOCTYII, TO MPOKCH HEKOTOPOE BPEMsI MOKET
MyCKaTh HAa TAaKOM CaiT, Ja)ke eciii OH OBLT BIIOCIEACTBUH 3a0J0KkupoBaH. B Tom uncne, ecnu
calTy HeTaBHO ObliIa MPUCBOEHA 3aMpeTHas KaTeropus yepe3 ooHoBaeHus 6a3bl iAdmin URL.
To ke camoe MOKeT MPOU30UTH, €ClIi ObUT Iepe3ayIleH c-icap CepBUC — MIPOKCU CEpBEP He
Cpa3y OCYLIECTBUT IOMBITKY IEPEKOHHEKTA K HEMY JUIS OIIPEIEICHUS 3alPETHBIX CAUTOB.

Paznen 2.4. — Hacrpoiika nocryna

Jiist orpaHUYEHUs TOCTYIIa UCTIONB3YiTe MpaBuia B KoHGUr ¢aitie /opt/iadmin/etc/
iadmin_filter.conf, cMoTpuTe KOMMEHTapHii TaM B paszeiie IPaBuil, Kak OHU CO3AI0TCS.
Jlyist penoaia mpaBuIl OClie U3MEHEHUs 0e3 pecTapTa c-icap BBIMOTHHUTE

echo -n "reconfigure" > /var/run/c-icap/c-icap.ctl (mapameTp -n odsizaTesieH)

[TpaBua paboTtaro kak Ha ¢aiipBoie, CBepXy BHU3, €CIIH MPOU30IILIO COBIACHHE, TO
BBITIOJTHSCTCS IecTBUE pass win block.

OOBeKTHI IPABII 33JAI0TCS B KaBbIUKaX. Pa3HbIe 0OBEKTHI IOMYCKACTCS CMEIITNBATh B OJTHOM
paBuJjIe yepes mpooer.

OOBEKTHI AJIs UCTIOTH30BAHUS:

Category: Homep kareropuu caiita, onpeaenennbiii iAdmin URL SDK no umenu caiita u
nosHomy URL. Onucanue kateropuii CMOTpUTE B IPUIIOKEHUU A.

Site: 3a1aeT TOYHBIE UMEHA CANTOB, IPU ATOM HAJIUYHE WWW HMeeT 3HaAYeHHue.

Domain: nouck 1o npou3BoJILHON CTPOKE B UMEHHM CaliTa.

ClientIP: npaBuio cpaboTtaeTt TOJIBKO Ha yka3zaHHBIX [P agpecax.

UserName: npaBuiio cpaboTaeT TOIbKO Ha YKa3aHHBIX HMEHAX MOJIb30BaTEIIEeH.

Time: mpaBuio cpaboTaeT TOIBKO B yKa3aHHOE BpeMs (1 — mOHEACIbHHK), C — 110 B jopMare
U:M:C.

B cnyuae 61okupoBku noctyma o https KIMeHT COOOITUT, YTO HEBO3MOXKHO YCTAaHOBHTH
coemuaenue, HanpuMep ERR. TUNNEL CONNECTION FAILED. [lns http 3ampoca Oynet
BbIJIaHa cTpaHuIla ¢ cooduienneM Access Denied.
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HHPUJIO’KEHHUE A.

Criucok kareropuii 1 ux uaeHTu(ukaropos. Onrcanue KaTeropuil CMOTPUTE Ha caiite
http://www.iadmin.ru/products/?pid=7

Categories
cat id cat name
1 Cnopt
‘ 2 ‘ AsTto \ Moto \ Tpancnopt
‘ 3 ‘ Hrpsr
‘ 4 ‘ Pazsnedenus \ OOpa3 xu3HH
‘ 5 ‘ Pa6ora \ [lonck paboTsl
‘ 6 ‘ [TyremectBus \ Typuszm
‘ 7 ‘ Tosaper \ Yenyru
‘ 8 ‘ Mysbika \ Bugeo \ U3o06paxenus \ ToppeHTHI
‘ 9 ‘ Apmus \ Opyxue
‘ 10 ‘ OxoHoMHKa \ DUHAHCHI
‘ 11 ‘ Hayxka \ O6pa3oBanue
‘ 12 ‘ Menununa \ 3m10poBbe
| 13 | Hosocru \ CMU
‘ 14 ‘ ITpoussozactso \ IIpoMBIIITIEHHOCT
‘ 15 ‘ Kommeroteps! \ UHTEpHET
‘ 16 ‘ Be6-noura
‘ 17 ‘ becruiaTHbIi XOCTHHT
‘ 18 ‘ ITorckoBBIE MAIIUHBI
‘ 19 ‘ [Toprorpadmus \ 1y B3pociibix
‘ 20 ‘ [Tpectymanku \ Kpumunan
‘ 21 ‘ Anonumnsle npokcu \ TOR \ VPN-npokcn
‘ 22 ‘ Henosnannoe \ Penurus
‘ 23 ‘ Comumanbsble cetr \ OHtaiig oOneHne
‘ 24 ‘ I'ocynapcto \ [TonuTrka u nmpaBo
‘ 25 ‘ Hetn \ Cemps \ llIkona
‘ 26 ‘ Kynwsrypa \ UckyccTBo \ Knaccuka
‘ 27 ‘ banneps! \ Pexama
‘ 28 ‘ Ankorons \ Tabakokypenne
‘ 29 ‘ C mmoxoit penyranuei \ AMopanbHbie \ Mat
‘ 30 ‘ A3apTHBIE UTPBI
‘ 31 ‘ Hacunue \ Pacusm \ HenaBucts
‘ 32 ‘ HapkoTtuku
‘ 33 ‘ ®opywmsl \ brioru \ [lepconanbHbie CalThI
‘ 34 ‘ CnpaBounast nHopMmarnus
35 CekcyanbHOe 00pa3oBaHue
36 ApXUBBI IpOrpamMMm
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Categories

cat id cat name

37 3apabotok B HTEpHET

38 Be6 nopranbt

39 3anapKoBaHHBIE JOMEHBI

40 butkonn

41 birarorBopuTEIBEHOCTD

42 Jlocku 00bsBIEHUI

43 Moga u kpacorta

44 Bpenonocuoe I10 \ Bupycsi
45 QUIIMHTOBBIE CAUTHI

46 [nuonckoe 110

47 Jlureparypa \ TekcTbl IpoN3BEACHUI
48 Xaxkeps! \ B3nowm cereit u nporpamMm
49 Ownnaitn niaTexu

50 Heneransnoe 110

51 OO6pa3zoBaresbHbIE UTPHI

52 Hynusm

53 OmnuaiiH ayKIIMOHBI

54 3anpelleHHbIe CalThl

55 JlomarHue )KUBOTHBIE

56 CexThl

57 Junamuueckuit [P agpec

58 Omop

59 | XoG6u

60 ‘ OHJaiiH MOKYIKH

61 ‘ Opotuka \ O6HaxxeHue

62 ‘ Kymunapus \ Ena \ Harmutku
63 ‘ oM \ JTaua \ PemoHT

64 ‘ Juzaiin \ ApXUTeKTypa

65 ‘ CrpaxoBaHue

66 ‘ Cenebputu \ [lonynspHeie 011
67 ‘ Hexommepueckue opranuzanuu
68 ‘ HenprxumocTs

69 ‘ dororpadus

70 ‘ VY naneHHoe ynpasieHne

71 ‘ Tpexeps! \ CaeTunku

72 ‘ Beb Tenedon

73 ‘ Beb TeneBunenue

74 ‘ Beb paguo

75 ‘ Anumanus
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Categories

cat id cat name

76 OmnutaiiH uUrpsl

77 OtHoc \ HarmoHansHOCTH

78 Cennckoe \ JlecHOE XO035CTBO
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